Media and Information Literacy Video Series - Lesson Plan (2)



Topic: Identifying the Authenticity of Information

Target: Upper Primary to Junior Secondary

Learning Objectives: After this lesson, students are able to:

1. understand what misinformation is
2. apply fact-check skills
3. identify the authenticity of information on social media platforms

Time: 35 minutes
[bookmark: _Hlk207697692]
Resources:
· Video (2): Identifying the Authenticity of Information, Worksheet, Worksheet (Teacher version) 
· Teaching Procedures 
· Student Notes 
· Teacher Reference Materials
_____________________________________________________________________

Teaching Procedures

I.     Pre-class Preparation
The teacher distributes the link to the "Nine-layer bed" image in advance, allowing students to complete the related reflection questions. (See Student Notes)

II.    Classroom Teaching

1. [bookmark: _Hlk207292014]Review Pre-class Exercise (5 minutes)
The teacher asks students to share their work from the pre-class exercise, reminding them to stay alert to content that deviates from common sense, pay attention to the authenticity of online information and avoid sharing content just for attention. (See Teacher Reference Material 1)


2. [bookmark: _Hlk207292198][bookmark: _Hlk207290065]What is Misinformation and How to Identify “Deepfakes” (10 minutes)

a. The teacher plays “MIL Video (2): Identifying the Authenticity of Information” (00:00 – 01:29) and explains the following content:
· What is misinformation
· How to identify “deepfakes”
(See Teacher Reference Material 2)

b. Using Case Study 1 “Children Buried in the Earthquake of Tibet”, guide students to identify “deepfake” images. (See Teacher Reference Material 3)


3. Fact-Checking (15 minutes)

a. The teacher plays “MIL Video (2): Identifying the Authenticity of Information” (01:30 – 05:41) and explains the following content:
· Fact-checking
· Evaluating the authenticity of information on social media platforms 
(See Teacher Reference Material 4)

b. Using Case Study 2 “Robot vs. Human on Table Tennis Game,” guide students to identify “deepfake” videos and use the four steps of U.S.E.R. to evaluate the authenticity of online information. (See Teacher Reference Material 5)

III.    Summary and Learning Consolidation (5 minutes)

1. [bookmark: _Hlk199000451]Class Summary:
a. Fake news is becoming more common and has negative impacts on individuals and societal functioning.

b. With rapid technology advancements, “deepfake” technology makes it difficult for us to distinguish between real and fake.

c. We can use the four steps of U.S.E.R. as a framework to learn how to conduct fact-checking.

d. In today’s society, everyone needs to enhance their alertness of misinformation and equip themselves to avoid being deceived.


2. Homework: Complete the video (2) worksheet.

Student Notes

Pre-class Exercise: Image of “Nine-Layer Bed” 

An image of “Nine-layer bed” in a university dormitory was circulated online, showing a bed with nine layers. Each layer allows only a person to lie flat in a narrow space.

Photo link: https://factcheck.hkbu.edu.hk/home/2023/11/15/23101601/

After viewing the “Nine-layer bed” image, think about the following questions:

a. What is your first impression of this image?
b. Do you think the dormitory scene on this image is real? Why?
c. How would you further evaluate the authenticity of this image?
d. What impact do you think this image will bring online?



[bookmark: _Hlk78369735]

Teacher Reference Materials

1. Pre-class Exercise: Image of “Nine-Layer Bed” (Suggested Answers)

a. What is your first impression of this image? 
   The space is very cramped.
b. Do you think the dormitory scene on this image is real? Why?
Such furniture should not be found in a school dormitory, making it highly likely
to be fictional or just a prop.

c. How would you further evaluate the authenticity of this image?
Check the source of the image, whether it is from a single source, 
whether the content is reasonable, the possible motives of the disseminator, etc.

d. What impact do you think this image will bring online?
It could attract attention, multiple “Likes” and “Shares”. / It may mislead others 
into believing that it is a real student dormitory.
(Other reasonable answers are acceptable)	

2. What is Misinformation and How to Identify “Deepfakes”

a. What is Misinformation 

Characteristics and purposes of misinformation: intentionally or unintentionally fabricated for promotional purposes or to mislead the public

Forms of misinformation: completely false, partially true, biased, misleading, inaccurate, etc.

Why is there so much misinformation in the digital age? There are several reasons such as easy access, a lack of time and skills for verification, strong attractiveness of misinformation, and “content farms” that provide content from unknown sources to boost clicks and advertising revenues.

Impact of misinformation: public being misled, rumours spreading in society, undermining the credibility of journalism, etc. All these disrupt the normal functioning of society. 

Attitude towards misinformation: Everyone should be cautious and develop the ability to verify the authenticity of information, in order to protect themselves and others from harm.

b. How to Identify “Deepfakes”

“Deepfake” is a combination and blending of “deep learning” and “fake”. It uses artificial intelligence to synthesise human images, overlaying existing videos and images onto target visuals, forging dynamic facial expressions and voices. Deepfake technology can be used in visual effects production for entertainment, but it can also produce fake news and pranks or even illegal acts such as scams.

To identify deepfake videos or images, we can look for any inconsistencies or unnatural details in the videos or images, including eye colour, distorted facial features, and discrepancies in lighting and shadows, etc.

3. Case Study 1 “Children Buried in the Earthquake of Xizang” 

Source: https://factcheck.hkbu.edu.hk/home/2025/01/10/25011001/
Release date: 10 January 2025

On 7 January 2025, a 6.8 magnitude earthquake occurred in Dingri County, Shigatse, Xizang. Following this, an image of a child buried under rubble was circulated online, claiming the scene was from this earthquake. 

Suggested Discussion Questions:

a. Is the image real? What is the likelihood that the image was generated by artificial intelligence?

b. How should we make a judgment? What aspects should we pay attention to?

Summary of Image Analysis (For Reference):

According to “HKBU Fact Check”, this image is extracted from the video posted by a TikTok user, "AI Xiaobabi" on 18 November 2024. CCTV News confirmed that the video was generated by artificial intelligence, making it impossible for the image to be related to the earthquake in Xizang afterwards. 

The image exhibits obvious suspicious features, such as the child having six fingers. After further verification, the image is very likely generated by an AI programme.

4. Fact-Checking

a. Fact-Checking 

News organisations conduct fact-checking before publishing to avoid errors. After publication, fact-checking is performed by various individuals, examining text, audio and video from diverse sources.

In addition to choosing trustworthy media, the public should understand issues from multiple sources and compare them, and also refer to the findings of fact-check organisations.

For important news, the “two-source rule” commonly used by journalists should be applied to verify the authenticity of information, reducing the risk of being misled.

Moreover, information and opinions from different perspectives should be considered to avoid falling into the “echo chamber effect” (where similarly minded individuals reinforce and amplify each other’s ideas, leading to extreme views in different groups).

The following search engines can assist in verifying the authenticity of online information:

HKBU Fact Check: https://factcheck.hkbu.edu.hk/home/
Annie Lab (HKU Journalism): https://annielab.org

b. Four Steps of Fact-Checking — U.S.E.R.

(1) Understanding: Who issued the information? Was it released recently? Is the source reliable?

(2) Search: Can the source of the information be traced and verified? Is it credible? What is the purpose of the sender?

(3) Evaluation: Assess the impact of using the information, such as whether people will be interested in it. What values are involved?

(4) Response: Before responding to or forwarding the message, do you understand your responsibilities? What impact does this information have on yourself, others, or the society?

c. Evaluating the Authenticity of Information on Social Media Platforms 

If you want to verify whether online information is accurate, you can search for the content, names, and keywords on different platforms, including Google, Facebook, and Baidu. Use quotation marks around keywords and utilise reverse image search and date filters to find clues.

Even if the information comes from news organisations, you should also pay attention to:
· Is the news organisation well-established and reputable?
· What is the source of the news? Is it anonymous?
· Is there substantial evidence provided?
· In controversies, does it focus solely on one side while ignoring the other?
· Can you distinguish between facts and opinions?
· Does the information have social implications?

5. Case Study 2 “Robot vs. Human on Table Tennis Game”
 
An online video shows a robot playing table tennis against a human athlete, with text on the screen indicating, “Will humans beat robots? Is this just the beginning?” Some people have questioned the authenticity of this scene, stating it might be generated by artificial intelligence.

Video link: https://www.youtube.com/shorts/jzAkg6SwS0I

Suggested Questions for Discussion:
a. Is this scene of a human playing table tennis with a robot real?
b. Can humans defeat robots? Could it happen in the past, present, or future?
c. Where did this video come from? Is it credible? How can it be verified?
d. What is the likelihood that this video is generated by artificial intelligence?
e. Comparing with the robots in the following video, what new thoughts do you have?

An article published by the Guardian about “Robot Football Match” on 30 June 2025 (including video): https://www.theguardian.com/technology/2025/jun/30/china-hosts-first-fully-autonomous-ai-robot-football-match

Summary of Video Analysis (For Reference):
The robot in the video moves agilely. Comparing to the Guardian's report about “Robot Football Match” the robots in the video display slow movements. There are noticeable differences in the robots' performance, indicating a need to further verify the video's authenticity. 

Summary of U.S.E.R. Analysis (For Reference):
Understanding: Who issued the information? Was it released recently? Is the source reliable?
Analysis: The information comes from social media, but not a news organisation, and the sender's identity is unclear.

Search: Can the source of the information be traced and verified? Is it credible? What is the purpose of the sender?
Analysis: The sender's title is difficult to verify, raising doubts about its credibility. The sender's motives are unlikely to be formal reporting.

Evaluation: Assess the impact of using the information, such as whether people will be interested in it. What values are involved?
Analysis: People might widely spread this information because they find it novel and interesting, but this could help spread false information.

Response: Before responding to or forwarding the message, do you understand your responsibilities? What impact does this information have on yourself, others, or society?
Analysis: The authenticity of this information is in doubt; it should not be accepted casually. We should definitely not share with others to avoid misleading them.

Source and Fact Check Report: https://factcheck.hkbu.edu.hk/home/2023/11/15/23101601/
Release Date: 31 August 2023
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